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Whatis SOC 2?

Service Organization Control 2, popularly known as SOC 2, is a voluntary security
framework that defines how organizations must design theirinternal controls
and other security-related operations to preserve customer data and privacy.

Developed by the American Institute of Certified Public Accountants (AICPA),
SOC 2is aset of requirements designed for businesses that store customer
datain the cloud.

SOC 2 attestations are based on the five Trust Services Criteria (TSC) of Security,
Availability, Confidentiality, Processing Integrity, and Privacy (more on that later).
The audits are conducted by third-party AICPA-certified auditors chosen by the
organizations.

<&
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Who needs SOC 2?

SOC 2is designed forbusinesses that store customer datain the cloud,
making it relevant for all SaaS businesses and those that use the cloud to
store customerinformation. Typically, businesses with a presence in the US or
targeting growthin the region can consider getting SOC 2 attested.
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. 4
Why do you need SOC 2? “.

More oftenthannot, SOC 2 can be a critical decision-making component for
enterprise customers. Startups with SOC 2 attestations stand a better chance
atlanding enterprise deals as against those that don't have SOC 2.

If your startup handles sensitive customerinformation, SOC 2 is a given even-
tuality. So, instead of waiting for a prospective customer to ask, it pays to get
SOC 2 compliant sooner thanlater.

From our experience of working with hundreds of SaaS businesses, here's a
quick overview of why youneed a SOC 2:

@) CustomerDemand.
Necessary to win enterprise deals

e Cost-Effective.
A single data breach could cost you millions of dollars.

Competitive Edge.

You compare favorably over competitors who aren't compliant.

It shows your systems & networks are secure.

©
o Securing your Business.
(5

Regulatory Journey.
SOC 2 dovetails other compliance frameworks too.



Q Best Practices.

It provides deep insightsinto yourinternal controls, governance, and more.

o Answer security questionnaires with ease.

Use yourtime & resources for business functions.

Benefits of SOC 2

Customer Demand

Essential to winning
enterprise deals.

Best Practices

Getinsightsinto yourinternal
controls, governance & more

Regulatory Journey

SOC 2 dovetails othercom-
pliance frameworks too.

Answering security
questionnaires with ease

Use yourtime & resources
for business functions

Cost Effective

A single data breach could cost

you millions of dollars

Competitive Edge
Your compare favoranly
over competitors

Securing your business

You compare favorably over
competitors
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Whatisa SOC 2 report?

ASOC 2reportis adetailed description of your SOC 2 audit. Itis an evaluation
by anindependent certified auditor who checks if your business provides a
secure, confidential, and private solution to your customers. The auditor
releases the report after examining your organization’s control over one or
more of the Trust Services Criteria you have chosen.

The SOC 2report contains the auditor’s detailed opinion on yourinternal con-
trols' design and operating effectiveness. It serves as a testimony of your
infosec practices and enables your customers and customers’ customers to

assess and address the risks that arise from their relationship with your
organization

Every SOC 2report has five sections.

Section1 Management of Example Cloud Service Organization's Assertion Regarding its
Infrastructure Services System Throughout the Period January 1, 20X1, to December 31, 20X

Section 2 Independent Service Auditor's Report

Section 3 Example Cloud Service Organization's Description of its Infrastructure Services System
Throughout the Period January 1, 20X1, to December 31, 20X1

System Overview and Background

e Infrastructure eSoftware ePeople eProcedures e Data

Customer Responsibilities

- Relevant Aspects of the Control Environment, Risk Assessment Process,Information
and Communication Systems, and Monitoring
Policies and Procedures
Physical Security
Logical Security
Monitoring
Relationship between CCM Criteria, Description Sections, and Trust Services Criteria

Section4 Applicable Trust Services Principles, Criteria, and CCM Criteria and Related Controls,
Tests of Controls, and Results of Tests

Section5 Other Information Provided by Example Cloud Service Organization Not Covered by the
Service Auditor's Report




How to read an auditor's opinionina SOC 2 report?

Unqualified - You pass with flying colors!

The auditor's unqualified opinion indicates that the auditor
found noissues during the audit. All the controls tested
were designed appropriately (Type Treport) and operated
effectively (Type 2 report).

Qualified - Close, but not quite

This means that some areas need attention. What is the
worst thing about a qualified report? It depends on the
failed controls and how they affect the report's users.

Adverse - You failed

An adverse opinion means the organization materially
failed one or more standards, andits controls and
systemaren'treliable.

Disclaimer of Opinion - No comments!

Thisisn't really an opinion. Essentially, the auditor could not
form an opinion based on the information provided. It occurs
when auditors do not have access to the required information
or cannot complete it neutrally.
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What are the types of
SOC 2report?

ASOC 2report comesintwo types - Type 1and Type 2. You can decide
which one you want depending on what your customers require of you and the
timelines you are ready to work with.

A SOC 2 Type 1report affirms that the internal controls are in place at that

pointintime.

A SOC2 Type 2 confirms that the implemented controls are actually working
too overaperiod of time;

SOC 2 Type 1report attests that yourinternal controls have been effectively
designed to meet SOC 2 requirements at a particular pointintime;it'slike a
snapshot. Therefore, the SOC 2 Type 1audit reviews the design of your
organization’s internal controls at a pointin time.

SOC 2 Type 2 report (the one we think you will eventually need) confirms that
the controlsin place are working effectively too over a period of time. During a
Type 2 audit, your auditor will test both the design and operating effectiveness
of yourinternal controls over a period of time (typically three-six months).



Typel

Type 2

What?

Why?

Monitoring

Perios

Attests that your
internal controls have
been effectively
designed to meet
SOC 2requirements at

a particular pointintime

Startingyour SOC 2

journey; arein arush

Pointin time

If youdecide to go for Type 1, here's what it

It shows you're committed to data security

Tests both the design
and operating
effectiveness of
yourinternal controls
over a period of time
(typically 3-12 months)

Completed Type 1;

notinahurry

3-12 months

¢ |tindicatesyou planoneventually becoming fully SOC 2 compliant

e |t'llgive you aringside view of which organizational controls toinclude in the

Type 2report

e |t'llgive you a practical understanding of the criteria auditors will want to
testagainstinaType 2report



The audit for Type 1doesn’t require a monitoring period, is less intrusive, and
requires you to give a snapshot (with evidence) of the various checks and
systems (read as controls) you have put in place to meet the SOC compliance

requirements.

Eventhough a Type 1report takes less time and makes for a great starting
point, as your business grows, there's a high likelihood that your vendors and
prospects will ask for the more comprehensive Type 2 compliance before
working with you.

Here again, you ought to be aware that to obtain your Type 2 report, you must
operate the controls over a period of time, about three-six months for the first
audit and one year for subsequent audits.

()

Pro Tip:

e Know your customers' requirements to decide which type of SOC 2
report you need

e Allocate the budget for audit prep and the subsequent audit
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What are SOC 2 Trust ‘
Services Criteria?

Formerly known as the Trust Principles, there are five Trust Services Criteria
that businesses are evaluated on during a SOC 2 audit. Think of each criteri-
onas afocus area foryourinfosec compliance program; each defines a set
of compliance objectives your business must adhere to with your defined
controls

Here’s a quick overview of the five TSCs.

Security

It must be inscope forevery SOC 2 audit andis, therefore, referredto as the
common criteria. It requires you to enable access control, entity-level
controls, firewalls, and other operational/governance controls to protect
your data and applications. This TSC takes substantial effort and will require
participation from your IT Development, IT Infrastructure, HR, senior
management, and operations teams.

O
Availability

The Availability criteriain SOC 2 focuses on minimizing downtime and require you
to demonstrate that your systems meet operational uptime and performance
standards. It includes network performance monitoring, disaster recovery
processes, and procedures for handlingsecurity incidents, among others.
Business continuity, datarecovery and backup plans are critical pieces here.



SOC 2 Certification

() Security | Confidentiality
o Network/application firewalls e Encryption
e Two-factorauthentication e Accesscontrol
e Intrusion detection o Network/Application firewalls
o Availability Privacy
e Performance monitoring e Accesscontrol
o Disasterrecovery o Two-factorauthentication
e Securityincident handling e Encryption

% Processing integrity
e Quality assurance
e Processing monitoring

_:l
—Q
Confidentiality

This principle requires you to demonstrate the ability to identify and safeguard
confidential information throughout its lifecycle by establishing access control
and proper privileges (to ensure that data can be viewed/used only by the
authorized set of people or organizations). Confidential data includes financial
information, intellectual property, and other business-sensitive details specific
to your contractual commitments with your customer.



@

Processing Integrity

This principle assesses whether your cloud data is processed accurately,
reliably and on time and if your systems achieve their purpose. Itincludes
quality assurance procedures and SOC tools to monitor data processing.
Thisisrelevant for businesses that execute critical customer operations such
as financial processing, payroll services, and tax processing, to name a few.

5

Privacy

It requires you to protect Personally Identifiable Information (PIl) from
breaches and unauthorized access through rigorous access controls, two-
factor authentication, and encryption. Privacy is relevant to you if your business
stores customers’ Pll data, such as healthcare data, birthdays, and social

security numbers.



Everything you
heed to know
about becoming
SOC 2 compliant
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A Step-by-step guide to becoming
SOC 2 compliant?

Choose your objectives for SOC 2 compliance

The first action item of the SOC compliance checklistis to determine the
purpose of the SOC 2 report. The specific answers to why SOC 2 compliance
isimportant to you would serve as the end goals and objectives to be
achievedinyourcompliance journey

Here are some examples

e Your customers have asked forit

* You are entering anew geography, and SOC 2 compliance willadd to
your strength

* Youwant to bolsteryour organization’s security posture to avoid data
breaches and the financial and reputation damage that comes with it

e Youare catching up with competitors who are SOC 2 compliant

That said, not wanting a SOC 2 compliance because customers aren’t asking
forit orbecause none of your competitors hasitisn’t advisable. It’s nevertoo
early to get compliant. It’s always an advantage to be proactive about your
information security.



Identify the type of SOC 2 report you need:
SOC2TypelorSOC2Typell

As we mentioned earlier,a SOC 2 report comes in Type Tand Type 2. You can
decide which one you want depending on what your customers require of you
and the timelines you are ready to work with.

Forinstance, choose SOC 2 Type 1if you are starting your compliance journey
or are pressured for time and need to show compliance intent to prospects or
customers

Choose SOC 2 Type 2if you are already compliant with other frameworks, have
completed your SOC 2 Type 1and the three-six months observation period or
your customers have specifically asked forit. The level of detail required
regarding your controls overinformation security (by your customers) will also
determine the type of report you need. The Type 2 reportis more

insightful than Type 1.

Here's how you canidentify which SOC2 report better fits your requirement.
insightful than Type 1.

(] Wehaveundergone a SOC 2 audit before

(] OurSOC2reportrequirementisn't urgent (within 3-6 months)

(] Wehave dedicated resources to develop and implement security
policies

(] Ourworkforce understands theirroles and responsibilities when
implementing controls

(] Wehave asysteminplace to communicate system changes
If most of your answers are ano, it perhaps make better sense to start with a

SOC 2 Type laudit. You can get to the SOC 2 Type |l audit once security
controls and processes arein place.



Define the scope of compliance based on the
Trust Service Criteria (TSC)

Defining the scope of your auditis crucial as it will demonstrate to the auditor
that you have a good understanding of your data security requirements as per
the SOC 2 compliance checklist. It will also help streamline the process by
eliminating the criteria that don’t apply to you.

You must define the scope of your audit by selecting the TSC that applies to
your business based on the type of data you store or transmit. Note that Secu-
rity as a TSCis a must. Regulatory requirements will also have a bearing on your
criteria selection. That said, in our experience, most SaaS businesses typically
only need Security, Availability and Confidentiality (or their combination) as
TSCintheir SOC 2journey.

Select the TSC that applies to you

Security

(] Doyoureview and document your security procedures?
(] Doyouhave backup andrecovery proceduresinplace?

(] Doyouhave specific procedures to handle cyber safety incidents?

Availability

(] Whatisyourservice uptime?

(] Doyouhave processesto address service issues that affect your
availability?

(] Doyouhave access controlsinplace foryour Who all can access your
service?

(] Arethereanyrestrictions?



Confidentiality

(] Howdoyouhandle and process confidential data?

(] Doyouhave access management incorporated into your
organization?

(] Howdoyouavoid unauthorized access? Do you have pro-
cessesinplace?

Processing Integrity

(] Areyourprocessing systems providing timely and accurate
datatousers?

(] Howdoyouensure theintegrity of data?

(] Doyouhave specific proceduresin place to correct errors
quickly?

Privacy

(] Doyouhave adataretention policy that's documented and
communicated to customers?

(] Doyou store personally identifiable information (PII)?
If yes, where and how do youstore it?

(] DoyouprotectPllonyour system?

A SOC 2 auditlooks at yourinfrastructure, data, people, risk management
policies, and software, to name a fewitems. So, at this stage, you must
also determine who and what within categories will be subject to the
audit. Forinstance, you can keep some of your non-production assets
from the scope of the audit



Conductinternal risk-assessment

Risk assessment and risk mitigation are crucial in your SOC 2 compliance
journey. You must identify any risks associated with growth, location, or
infosec best practices and document the scope of those risks from identified
threats and vulnerabilities. You should assign a likelihood and impact to each
identified risk and then deploy measures (controls) to mitigate them per the
SOC 2 checklist

Here are some questions to help you in this process:

(] Haveyouidentified the potential threats and associated
risks to your business?

(] Haveyouestimated the potentialimpact of these threats
onyour business?

(] Haveyoutagged the critical systems based on the risks
identified?

(] Haveyoudeveloped mitigation strategies for the risks?

Any lapses, oversights or misses in assessing risks at this stage could add
significantly to your vulnerabilities. Forinstance, missing to identify the risks
for a specific production entity (endpoint) in the case of an employee on
extended leave or lapses inrisk assessment of consultants/contract workers
(not employees) could leave a gaping hole in your risk matrix.

To Dos

& Make aninventory of the critical systems and internal controls
& Draw aline between production and non-production systems
& |dentify business risks, assign a likelihood and impact to each of them

& Deploy policies and procedures to mitigate them



Perform gap analysis and remediation

You must examine your procedures and practices at this stage and compare
their compliance posture with SOC compliance checklist requirements and
best practices. Doing this will help you understand which policies, proce-
dures, and controls your business already has in place and operationalized
and how they measure against SOC 2 requirements

Here are some questions to point you in the direction:

(] Doyouhave adefined organizational structure?

(] Doyouhave authorized employees to develop and implement
policies & procedures?

What are your background screening procedures?

0 O

Do your clients and employees understand theirrole in using your
system or service?

(] Areyoursoftware, hardware, and infrastructure updated regularly?

Remediate the gaps with improved or new controls, as applicable. These may
include modifying workflows, introducing employee training modules, and
creating new control documentation. Therisk ratings (carried out earlier) will
help you prioritize the remediation

Here are some commonremediation practices to get you started
(] Alignand deploy controls based onthe chosenTSCs
Setup aclear organizational structure
Have well-defined infosec policies & procedures
Conduct background screening procedures for all new employees
Ensure changesin the code repositories are peer-reviewed

Conduct periodic security training of allemployees

000000

Collect evidence of compliance



Remember, SOC 2 audit requires you to produce evidence for the
processes, policies and systems you have putin place. Evidence can
be yourinformation security processes and procedures, screenshots,
log reports and signed memos, to name a few. Your inability to show
demonstrable proof of SOC 2 compliance requirements can get
flagged as exceptions by the auditor. And you don’t want that!

Implement stage-appropriate controls

At this stage, you will align and implement internal controls to demonstrate
how your organization meets the SOC 2. Each of the five TSCsin SOC 2
comes with a set of individual criteria (totalling 61). You will, therefore, need to
deployinternal controls for each of the individual criteria (under your selected
TSC) through policies that establish what is expected and procedures that
put your policiesinto action.

Know that the controls you implement must be stage-appropriate, as the
controls required for large enterprises such as Google differ starkly from
those needed by startups. SOC 2 criteria, to that extent, are fairly broad and
opentointerpretation.

Forinstance, you may implement two-factor authentication to prevent unau-
thorized access to your network, while another organization may choose to
implement firewalls, while others may deploy both!



Undergo Readiness Assessment

Areadiness assessment evaluates whetheryou meet the SOC 2 requirements
toundergo a full audit. You can hire anindependent auditor to performiit.
Note this auditoris NOT the SOC 2 auditor you will hire foryour SOC 2
attestation.

Here are the focus areas for the readiness assessment:

Gap analysis - Theindependent auditor will detect vulnerabilities and gaps and
generate alist of specific recommendations and actions. It takes around 2-4 weeks

from start to finish.

Controls matrix - They will also evaluate and help you build your controls matrix,
detailing your objectives map, internal controls identification, and control charac-

teristics.

Auditor documentation - The auditorwill vet yourdocumentation and suggest

improvements.

Based on the auditor’s findings, remediate the gaps by remapping some
controls orimplementing new ones. Even though technically, no business can
‘fail’a SOC 2 audit, you must correct discrepancies to ensure you receive a
goodreport.



SOC 2 audit

Authorize anindependent certified auditor to complete your SOC 2 audit and
generate areport. While SOC 2 compliance costs can be a significant factor,
choose an auditor with established credentials and experience auditing
businesses like yours.

Expect along-drawn to-and-fro with the auditorin your Type 2 audit as you
answer their questions, provide evidence, and discover non-conformities.
Typically, SOC 2 Type 2 audits may take between two weeks to six months,
depending on the volume of corrections or questions the auditor raises. Type
2 has a mandatory monitoring period of three-six months. AType 2 report
offers more significant insights into your organization’s controls and their
effectiveness.

Here are some questions the auditor may ask:

(] Canyoushare evidence to show that all your employees undergo
background verification?

(] Canyoushow proof of how you ensure that the changesin your code
repositories are peer-reviewed before its merged?

(] Canyoudemonstrate with evidence that youremove access to emails
and databases once an employee resigns from your
organization?

(] Canyoushow proof that you run background checks on all your em-
ployees?

(] Canyoushare proof of how you maintain the endpoint security of all
systems?

In comparison, the audit for Type 1doesn’t require a monitoring period, is less
intrusive, and requires you to give a snapshot (with evidence) of the various checks
and systems (read as controls) you have putin place to meet the SOC compliance
checklist requirements. Note that after you clearyour SOC 2 Type 1 audit, you must

go through an observation period of three to six months before applying for Type 2.



Establish Continuous Monitoring Practices

Gettingyour SOC 2 compliancereportisn’tjust a one-time event. Thereportis
just astart as security is a continuous process. It, therefore, pays to establish a
robust continuous monitoring practice as SOC 2 audits happen annually. For
instance, when an employee leaves your organization, a workflow should get
initiated to remove access. If this doesn’t happen, you should have a system
to flag this failure so you can correctit. .

Here are some guidelines on what arobust continuous monitoring practice
can achieve:

It should be scalable; it should grow with your organization

* |t should make evidence collection easy and streamlined
« Itshouldn’t getinthe way of youremployees’ productivity

® Itshould alertyouwhen acontrolisn’t deployed or deployed incorrectly

* Itshould give you the big picture as well as an entity-level granular overview of
yourinfosec health at any pointin time.

These apart, you will need to undertake measures (at additional cost) such as
mobile device management (MDM) software, vulnerability scanners, incident
management systems, updation of security measures, and pen-testing,
among others, all these measures should part of your SOC compliance
checklist.
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How much does SOC 2 (s
Compliance Cost?

SOC 2 compliance costs aren’t cheap. We won'’t pretend thatiitis!
But that doesn’t make it any less worthwhile - in fact, you should view it as
aninvestment that could bring youinvaluable business in the future.

But exactly how much doesa SOC 2 compliance cost? The answer depends on
various factors; hence, the costs will vary accordingly.

SOC 2 compliance costin 2023 averages between $30000 - $150000.
The actual costs of getting.

SOC 2 compliant would depend on the eight criteria below

o Type of Attestation Required
SOC2TypelorSOC 2 Type 2 orboth

o Size of the Organization
Costsincrease with the size of the company

Audit Scope
Costsincrease with the number of Trust Service Criteria chosen

o Maturity of your Security Controls
Costsincrease if the current security practices aren't robust

Complexity of Organization
Costs spiral up with the complexity of systems & controls



6 Type of Auditor chosen
CPAs (or firms) come with different price tags

0 Security Tools
Costs of SOC tools typically needed to ensure compliance add up too

0 Readiness Assessment
Costsvary based on the type of auditor chosen (optional)

Let's diginto some of these criteria to help you understand the costs better.



SOC2Typelvs SOC 2 Type 2 Compliance Cost

InSOC 2 Type 1 compliance, your organization will be assessed for the design
of yourinternal controls, such as policies, procedures, and controls at a point
intime.

We'd estimate the starting costs of a SOC 2 Type 1audit alone torange be-
tween $8000 to $30000, while the cost of SOC 2 Type 2 with a more extend-
ed evaluation window of 3-12 months ranges between $20000 - $50000.

The final costs, as mentioned earlier, depend on your organization's size, com-
plexity (of systems & controls), audit readiness and the type of auditor chosen.

These costs don'tinclude the cost of readiness assessment (optional), addi-
tional security tools needed and the lost productivity costs of employees
involvedin the process. We have covered these cost overheads in the later
part of the eBook.

|

Pro Tip:

As much as you want to keep alid on the costs, choose an auditor with
established credentials and experience in auditing businesses like yours.
Remember, your SOC 2 reportis only as good as the auditor who attestsiit.
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The cost of continuous monitoring

Continuous monitoring also adds to your SOC 2 compliance cost. The cost
of running continuous monitoring programs for your information security
management systems depends on how you prefer to operate them on an

ongoing basis.

You could:

* Useinternal expertise and bandwidth to implement this manually
» Hire consultants/external help torun cyclical internal audits

* Purchase a continuous monitoring tool

Usinginternal resources adds to lost productivity costs and takes up hundreds
of hours. A consultant to help run cyclical internal audits can cost about $10000.



Is There Any Other Cost of SOC 2 Certification?

There are many other potential SOC 2 compliance cost mines.
Here's how they stack up.

* Costof Lost Productivity
e Staff Training

e Security Tools

» Readiness Assessment

o LegalFees

Cost of Lost Productivity

SOC 2 compliance is extensive work and demands hours from multiple people
within your business. These employees would be busy doing theirimportant
work in anideal world.

The cost of lost productivity is challenging to quantify, but you will notice when
you startlosing hours of employee productivity to SOC 2 each week

Evenif you have managed to prep for the audit with limited hands on-the-job
(orwith the help of a consultant), the actual audit willneed help and support
from most departments within your business.

People will almost certainly need to be removed from their day-to-day tasks
towork on the audit.

Forinstance, some of your key hires (engineering leads, people ops, and
senior management) will need to join meetings and calls with the auditor, liaise
with the consultants, spend time onremediation of issues found in the report,
and work onimplementations, to name a few.



All these are exhaustive in scope and will require substantial time and effort.
SOC 2 will likely take much time from the people within your teams with the
best knowledge of the security controls under assessment.

Cost: Canruninto thousands of dollars

Staff Training

Your employees are the first line of defense in a security threat or data breach.
SOC 2, therefore, emphasizes the security training of staff. Generally, staff
awareness training costs $25 peruser, but the costs canrun up to $15000 per
training session (trainer costs) depending on the content, quality, and training
company.

New security tools needed to become SOC 2 compliant could also
require staff training.

Background Checking Software

Backup Software

e EncryptionTools

Antivirus and Anti-phishing Solutions

Whether you carry out security awareness training in-house or via a third party,
there'llbe associated time and monetary costs.

Cost: $25 peruserto $15000 per session



Security Tools

Beforerequesting an audit, invest in softwares and tools to improve your
security posture. You can base your choice of tools on the results of your gap
analyses & assessments.

Here are a few technical security measures you may need:

* Monitoring the security of your staff's laptops with MDM

e Antivirus software

e Password manager foryouremployees

» Vulnerability scanning solutions for codebases or hosting infrastructures

* Incidentresponse and management system for operational and
security incidents

Depending on what you need, the costs willadd up. MDM, for example, costs
about $48 per user annually, while vulnerability scanners range from $6000 to
$25000. Password managers and antivirus software, however, are available
forfree too.

Cost: canvary from $7000 to $25000+

Readiness Assessment

Althoughreadiness assessmentis optional, it helps prepare you for the eventual
SOC 2 audit. Here, an external consultant (whom you employ for the job) tests
allyour SOC 2 controls, highlights the gaps, and makes recommendations on
how to remediate them before the SOC 2 audit.



If your organization does decide to carry one out, you'll get:
* Aneutral opinion onyour SOC 2 audit readiness

* Help to see weaknesses and points of failure in your existing
internal controls

* |deas onhow to make your processes and procedures stronger

Estimates for areadiness assessment start at around the $10000 mark. And,
of course, if the evaluation throws up many issues that need fixing - those are
further costs to be considered.

Cost: $10000

Legal Fees

All the data protection policies you've signed up for can affect your SOC 2
readiness. Any legal document that has a bearing on how data gets handled
within your organization must be reviewed ahead of the SOC 2 audit - as
there's no use in security controls that put you in breach

You'llneed to consider any legal fees associated with the review of your
existing legal agreements.

These couldinclude:

e Contractor Agreements
* Employment Agreements

e Customer Agreements

Bearin mind that legal documents may also need to be revisited later.

Cost: This canvary depending on the extent of legal work required
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SOC 2 With Sprinto

Sprintois tailored to suit the specific needs of cloud-hosted organizations.
From 100+ integrations to 15+ frameworks, Sprinto’s platform makes it easier
for organizations to manage and demonstrate theirinformation security
compliance and certifications.

Sprinto automates repeatable compliance tasks and gives you a real-time,
24x7, continuousmonitoring overview of your SOC 2 security profile. It auto-
mates the evidence collection needed to demonstrate SOC 2 compliance
and makes it easier and error-free to become and remain compliant.

Andinthe process, it saves your businesses a ton of time and money.

Why do you need SOC 2 automation?

As a cloud-hosted business, you have several information assets, such as
servers, S3 buckets, load balancers, laptops, and more. And whenyou list all
the assets where informationis stored, including your vendors, the list could
runinto thousands! SOC 2 requires you to secure all yourinformation assets
pertherisksidentified foreach of them.

if it’'s an S3 bucket, you must ensureitisn’t publicly accessible.
Or, ifit'san EC2 instance, you need to protectits Secure Socket Shell (SSH)
access and keep the database and hard disk encrypted

In essence, every asset type needs a different kind of security check. Now
imagine running and monitoring these checks on thousands of assets every
day. Trust us; it will soon snowball into a security nightmare!



With SOC 2 automation softwares, this is a solved problem. The SOC 2 compli-
ance automation software lists all your information assets, defines and maps
controls for different information assets, and continuously monitors them to
ensure compliance status gets maintained always.

So, SOC 2 automation makes compliance faster, easier, and error-free.

SOC 2 Manual vs Automation: What’s the Difference?

As cloud-hosted companies, you would have an intrinsic understanding of the
benefits of automation. Aside from the generic advantages, here are the key
factors that swing the deal in favor of automation.

The opportunity cost of time and employee productivity

The manual approach to SOC 2 requires your key engineering hires and the
CTO to spend considerable time setting up the processes and documentation
initially. And later, after a successful attestation, they will need to monitorand
maintain compliance and repeat the entire process before the SOC 2
attestation expires (a year later).

Automation solves this problem smartly. It only needs aninitial investment of
time and effort during the implementation of SOC 2 compliance automation
software. However, subsequent audits and monitoring are relatively simple.

Sprinto’s SOC 2 automation software furtherreduces yourteam’s investment
in terms of time by allocating a dedicated compliance expert who walks you
through the entire process. Having a dedicated compliance expert’s support
allows yourinfosec team to eliminate the time they would have otherwise
spent attending self-learning tutorials on software implementation.
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While the onus is still on the teams and employees to complete their
tasks, since using Sprinto, our engineering teams are spending as much
as 20% less time looking for problems. The platform automatically
alerts us when something needs to be done, where we need to look,
and what will take us to the 100% compliance mark.

A faster and more confident approachto SOC 2

A manual approach to SOC 2 (whetheryou do it yourself or hire an external
consultant) easily takes up 3-4 monthsin audit preparation. Much time gets
spentunderstanding the SOC 2 requirements, implementing them, and under-
going rounds of SOC 2 self-assessments and SOC 2 readiness assessments.
Even after all this, you wouldn’t walk into an audit as confidently as

when using automation software.

Sprinto offers a health dashboard that gives you an objective real-time over-
view of your compliance. Once you have plugged all the control gaps and hit
the 100% audit readiness mark on your dashboard, rest assured that you can
walk into the audit without worrying about the outcome.

What’s more, when you automate SOC 2, your audit prep time reduces con-
siderably. Depending on the type and size of your organization, the scope and
type of SOC 2 report and your security readiness, it would roughly take you
anywhere from a couple of weeks to a maximum of a month to get your SOC 2
ducksinarow if youwork with Sprinto

' PreSkale

Forus, information security, code optimization, and product development
all command the same priority. Indeed, to deliver value is to deliver it
securely - thisis the ethos we stand by and hope to cultivate in our culture.



Cost of compliance

Aside from the auditor’s fee, the SOC 2 compliance cost depends onthe
type of attestation needed, the size of your organization, the scope of the
audit, and the cost of security tools needed. While adopting a DIY approach
may seem like alow-cost option, the cost of lost productivity canadd up
significantly.

Sprinto’s compliance automation platformis priced at a starting price of only
$8000 (depending on the organization’s size).

The evidence collection

The manual route requires you to maintain pieces of evidence to demonstrate
compliance, such as screenshots, policy documents, and whatnot. Therefore,
the back-and-forth email threads with the auditor tend to be long and cum-
bersome. It also requires you to establish a secure way to share the required
evidence with the auditor.

Sprintointegrates with your systems and infrastructure and simplifies evi-
dence collection and audits. So, instead of sifting through folders looking for
specific evidence, your auditor gets presented with pieces of evidence that
are bagged, tagged, and neatly organized, just like how they like it.

Sprinto supports automatic and manual evidence collection to accommodate
edge cases.



Continuous monitoring

Sprinto continuously monitors your compliance status and alerts you in cases of
lapses, delays and non-compliance.

Forinstance, it automatically alerts you if an employee has yet to be offboarded
(interms of revoking access) orif anew employee still needs to undergo the
staff security training program.

Real-time monitoring helps you know your compliance status at any pointin
time. And take quick remedial actions when needed. In contrast, the manual
route isn’t continuous andrelies on spot checks to monitor your compliance
status.

Vendor risk management

Sprinto offers robust vendor risk management features, allowing you to
manage vendor agreements and certifications. The manual approach, in
comparison,islong-winded and less robust.

How much does SOC 2 compliance cost with Sprinto?

Whenyou use Sprinto's compliance automation platform, your entire SOC 2
experience is seamless, effortless and error-free. Sprinto automates all the
manual, error-prone, repetitive busy work with minimal intervention and time
from your staff.

Sprinto's compliance automation platformis priced at a starting price of only
$8000 (depending on the organization's size).



Here's all that you get access to with Sprinto as your compliance partner.

e Sprinto comes built with a continuous monitoring system that validates
your compliance with proof and alerts you when somethingisn't done
ordoneincorrectly.

o« MDM, Security Awareness Training, and Incident Tracking Software
(~$1000+) come bundledinto the platform.

e Youcanaccess Sprinto's network of partners to assist you with pen
etration tests and vulnerability assessments at discounted rates.

o Sprinto offers built-in support for free/open-source vulnerability
scanners.

e Additionally, whenyou utilize Sprinto, you get access to a network of
certified auditors who can perform SOC 2 audits forareduced cost
starting at $4999 (depending on the size of the organization).

« Youcanview your audit readiness anytime on the Sprinto dashboard.

« Yougetaccessto Sprinto'sin-house compliance experts, who hand
hold the entire audit prep process for you.

» Sprinto also offers out-of-the-box policies (pre-approved by our
auditors) that can help you indirectly save on legal costs.

e Save onthe opportunity cost of lost productivity by keeping SOC 2
from getting in the way of your employees' work.

e Yousave time as Sprinto can help you get audit-ready in weeks



Book ademo
today to learn
more about how
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