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Maintenance of commercially reasonable administrative, technical, organizational, 

and physical measures to protect customer data

Encryption of confidential data using Advanced Encryption Standard (AES)

Data retention according to customer-defined policies

Disaster recovery (DR) plans are tested at least annually

PII data processing driven by contract or consent to fulfill service obligations

Components of the system used to provide the service
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System Boundaries

A system is designed, implemented, and operated to achieve specific business objectives 

according to management-specified requirements. The system description delineates the 

boundaries of the system, including the services outlined above and the five components 

described below: infrastructure, software, people, procedures, and data.

Infrastructure and Software

The infrastructure for the [Product Name] is hosted on [Cloud Provider] in [regions]. The 

infrastructure is designed to generate security-related audit events, which are regularly 

reviewed for unusual or suspicious activity.

Primary Infrastructure

Production 
System

Business Function Description Platform

Containers Serverless compute engine [Service]

Containers Container image management [Service]

Storage Object Storage [Service]

Database Managed SQL database service [Service]
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Database In-memory caching service [Service]

Networking Isolated cloud resources [Service]

Networking Load balancing [Service]

Security Threat detection [Service]

Security Vulnerability management [Service]

Security Secrets management [Service]

Security Security monitoring [Service]

Management Activity tracking [Service]

Management Resource monitoring [Service]

Cryptography Encryption key management [Service]

Business 

Applications

Email services [Service]

Software Tools

Purpose Software

Source code management [Tool]

Office communication [Tool]

Compliance monitoring [Tool]
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Customer support [Tool]

Project management [Tool]

Collaboration platform [Tool]

Messaging [Tool]

Customer Relationship Management [Tool]

People

[Company Name]'s staff are organized into various functions, including Sales, Customer 

Experience, Support, Engineering, Product Management, etc. Key roles include:

Senior Management

Senior Management carries ultimate responsibility for organizational objectives. They ensure 

necessary resources are applied to develop capabilities for accomplishing the mission, assess 

risk assessment results for decision-making, and understand their role in effective risk 

management.

Information Security Officer

The Information Security Officer (ISO) oversees the information security program, identifying 

risks, threats, and vulnerabilities, and implementing controls to mitigate them. They report 

residual risks to Senior Management.

Privacy Officer

The Privacy Officer (PO) ensures compliance with data protection laws, oversees data 

protection impact assessments, employee training, and collaborates with supervisory 

authorities.

Compliance Program Manager

The Compliance Program Manager (CPM) ensures the smooth operation of the Information 

Security Program and oversees the execution of tasks for maintaining information security 

controls across all departments.
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System Users

Staff members using IT systems are expected to adhere to policies, guidelines, and rules of 

behavior to reduce risk and safeguard IT resources. All staff with access to IT resources 

receive annual security awareness training.

Procedures

Formal policies and procedures have been established, covering:

Acceptable Usage

Asset Management

Business Continuity

Cloud Security

Code of Business Conduct

Network Security

Compliance

Data Classification

Data Protection

Data Retention

Disaster Recovery

Encryption

Endpoint Security

HR Security

Incident Management

Information Security

Media Disposal

Operations Security

Physical & Environmental Security

Privacy by Design

Risk Management

System Acquisition and Development Lifecycle

Vendor Management
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Incident Response

Staff and clients can report incidents through established channels. Staff acknowledge 

incident management policies and their responsibilities. Senior management reviews high-

severity security incidents annually.

Privacy

The company maintains a privacy program for managing external privacy requests in 

compliance with applicable requirements. The privacy policy covers information collection, 

usage, legal basis, international transfer, data security, retention, data subject rights, and more.

System Monitoring

The company leverages managed services for threat detection, logging, and alert generation. 

Infrastructure logs are centrally collected for analysis and correlation.

Vendor Management

The company assesses vendor risks through due diligence during onboarding and annual 

reviews for critical vendors. Security compliance is verified through assessment reports or 

periodic meetings.

Data

The following table describes information used and supported by the system:

Data 
Description

Data Reporting Classification

Customer Data
Available to customers via a web 

application

Customer Confidential

Application and error 

logs

User activity and error details for 

investigation

Company Confidential and Personal 

Data

User profile data
Individual account information and 

access rights

Company Confidential and Personal 

Data
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Managing changes to underlying systems CC8.1

Implementing environmental security safeguards A1.2

Control environment

Integrity and Ethical Values

The company has implemented controls to incorporate ethical values:

Documented Code of Business Conduct communicating values and standards

Required acknowledgment of policies and procedures

Background checks for new employees

Commitment to Competence

The company defines competence as knowledge and skills necessary to accomplish tasks. 

Controls include:

Defined roles and responsibilities are reviewed annually

Annual Security Awareness Training

Performance reviews

Competence evaluation during hiring

Board of Directors Oversight

Controls are significantly influenced by senior executive management. The management team 

meets periodically to oversee operations and discuss issues.

Organizational Structure

The CEO reviews the Organizational Chart annually. The structure defines authorities, 

facilitates information flow, and establishes responsibilities for achieving objectives.

Accountability

Management philosophy encompasses risk monitoring, information processing, accounting 

functions, and personnel management.
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Monitoring

External Communications

Information about the company and its services is available on its website.

Ongoing Monitoring

The Engineering Department continuously monitors system health and is alerted to problems. 

On-call staff respond to security, confidentiality, or availability issues. Incidents are 

documented and discussed to improve response. Third-party penetration tests regularly test 

application security.

Separate Evaluations

The company has implemented a compliance program to evaluate control activities over time. 

Assessment methodology includes structured inquiry, observation, inspection, and sample 

testing. Results are documented and communicated to management and business owners.

Subservice Organization Monitoring

The company annually reviews subservice organization assessment reports or security 

questionnaires to evaluate relevant controls.

System Incident Disclosures

[Document any system incidents that occurred during the review period, or state that none 

occurred]

Evaluating and Communicating Deficiencies

Protocols ensure control deficiencies are reported to responsible individuals. Management 

evaluates deficiencies and decides on corrective actions based on specific circumstances.

Complementary controls at user entities

The company's services assume certain controls will be implemented by user entities. User 

entities should implement internal controls to complement the company's procedures. 

Recommended complementary user entity controls include:



12

Control Responsibilities Related Trust Services Criteria

Managing platform accounts and security 

configurations

CC5.1, CC5.2, CC5.3, CC6.1

Appointing administrators for account access CC6.2, CC6.3

Securing endpoints and preventing data exfiltration CC6.7

Communicating security issues and incidents CC7.2, CC7.3, CC7.4

Managing user and organization data CC8.1

Meeting data controller requirements for PII P1.1, P2.1, P3.2

User entities' auditors should exercise judgment in selecting and reviewing these 

complementary controls as they represent only part of the control considerations at user 

entities' locations.
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