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1.

2.

3.

Objective

Information 

Security 

Incident 

Management

Scope

The objective of this document is to establish a consistent 
and effective approach to the management of incidents 
throughout their lifecycle - from identification, assessment, 
corrective actions, and closure.

This document is applicable to all staff members at 
<Company Name> performing various operations within the 
scope of the Information Security Management System 
(ISMS) (refer to the definition in Section 3 of the Information 
Security Policy).

3.1. Responsibilities

� An Infra Operations person shall be appointed for:

� It is the overall responsibility of the Infosec officer to 
ensure that any incidents are dealt with appropriately.

3.2. Reporting Information Security Events and Incidents

� Where feasible, monitoring mechanisms are set up in 
<Company Name> for proactive monitoring of intrusions, 
attacks, and frauds¢

� Incidents at <Company Name> can be reported in two 
ways:
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$ In case any employee notices any malicious behavior by 
a <Company Name> staff member or partner, they 
should inform this incident directly to the Information 
Security Officer or the CEO. In such cases, they are 
strongly recommended to not discuss the issue with any 
other employee�

$ A log of all security incidents reported shall always be 
maintained.

3.3. Responding to Security Incidents

$ At any given point in time, the On-Call-Engineer (OCE) is 
the first point of contact and is responsible for 
addressing the incident. Among other things, their 
responsibility to identify the severity of the incident as 
per the definitions below:
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� It is the responsibility of the On-Call engineer to notify 
the Infra Operations person, Information Security Officer, 
and any other relevant stakeholder immediately in case 
of any incidents that are classified as “High” or “Critical”.

3.4. Incident Response and Resolution

� Once an incident is reported, a staff member or team 
will be assigned by the Infra Operations person to 
handle the incident. It is the responsibility of this 
person or team to investigate the incident and decide 
the appropriate response to the incident;

� For all incidents where there was no data loss or direct 
impact on the availability of <Company Name>’s 
services, the details of the investigation and corrective 
actions taken shall be documented as a part of incident 
closure notes;

� For critical issues, the response team will follow an 
iterative response process designed to investigate, 
contain the exploitation, remediate the vulnerability, 
and write post-mortem and lessons-learned 
documents. Further, the following steps will be taken 
for critical incidents:
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3.5. Learning from Critical Incidents

3.6. Collection of Evidence

H The analysis shall be carried out to determine the cause, 
effect, mitigation, and lessons learned for the Critical 
Information Security Incidents and shared with the 
management of <Company name> and appropriate 
authorities*

H Knowledge gained from the resolution of such incidents 
shall be documented and should be used to reduce the 
likelihood of similar incidents in the future and help with 
limiting the impact of the incident*

H The analysis should also consider, wherever possible, 
costs incurred due to information security incidents*

H The output of the analysis shall be used to improve the 
security posture and to identify recurrence or impact 
tolerance.

H Where a follow-up action against a person or 
organization after an information security incident 
involves legal action (either civil or criminal), evidence 
shall be collected, retained, and presented to conform to 
the rules for evidence laid down in the relevant 
jurisdiction(s)*

H Before the seriousness/criticality of the incident is 
realized, due care shall be taken to ensure that 
necessary evidence/information is not destroyed 
intentionally or accidentally.

3.7. Contact with Authorities and Special Interest Groups

H The Information Security Officer should maintain contact 
with external authorities, special interest groups, and 
forums (e.g., law enforcement, Cyber security team, 
customers) for information security incidents.
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sales@sprinto.com www.sprinto.com

If you're looking for an automated compliance platform to help maximize your 

cyber security budget, talk to Sprinto's experts today!
Sprinto is a compliance 

automation platform that helps organizations much like yours get compliance-

ready in as short a time as possible.

Get Demo

https://www.sprinto.com
https://www.linkedin.com/company/sprinto-com/mycompany/
https://x.com/Sprintohq
https://www.instagram.com/sprintohq/
https://sprinto.com/get-a-demo/
https://www.youtube.com/@sprintohq

