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Instructions 

for Using 

the Plan

Any loss of utility service (power, water), connectivity 
(system sites), or catastrophic event (weather, natural 
disaster, vandalism) that causes an interruption in the 
service provided by <Company Name> operations. The plan 
identifies vulnerabilities and recommends measures to 
prevent extended service outages.

c It is essential that frequent backups are taken, and 
backups are stored at a redundant location to facilitate 
restoration in case of a disasterm

c A backup restoration exercise should be performed by 
the Infra Operations Person with help from the 
engineering teamm

c The Information Security Officer should ensure that a 
disaster recovery mock drill is conducted by the 
Engineering team, which will then allow them to invoke 
this plan effectively. This exercise may be a tabletop 
exercise based on the availability commitments.

c Recovery time objectiv�

c Recovery point objective

This plan becomes effective when a disaster occurs.

If required, through the disaster recovery exercise, the 
Engineering team should evaluate the following:

7.1 Invoking the Plan
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Instructions 

for Using 

the Plan The Information Security Officer and/or Engineering Head is 
responsible for declaring a disaster and activating the 
various recovery teams as outlined in this plan. In a major 
disaster situation affecting multiple business units, the 
decision to declare a disaster will be determined by senior 
management. The Engineering Team will respond based on 
the directives specified by senior management.

This document and the disaster recovery mock drill must be 
reviewed at least once annually.

f In cases of technical incidents, the Infra Operations 
Person/On-Call Engineer personnel should contact the 
Information Security OfficerM

f For any operational incident, it is the responsibility of the 
user/employee to report it as soon as possible through 
Sprinto App and/or other means like e-mail or telephone, 
as applicable.

f Any server is down for three or more hoursM

f Any problem at any system that would cause the above 
condition to be present or there is a certain indication 
that the above condition is about to occur.

7.1 Disaster Declaration

7.1 Plan Review & Maintenance

7.1 Notification of Incident/Disaster

The Information Security Officer should be notified 
promptly when any of the following conditions exist:
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Responsibili

ties

Schedule

The Information Security Officer is responsible for approving 
and reviewing policy and related procedures. Supporting 
functions, departments, and staff members shall be 
responsible for implementing the relevant sections of the 
policy in their area of operation.

This document shall be reviewed annually and whenever 
significant changes occur in the organization. 
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