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0 For Role-based access Control�

0 Access to information systems and services is 

restricted based on the role assigned to staff members�

0 The roles that may access each critical system shall be 

identified and documented�

0 By default, staff members are granted access to 

systems according to their role or team. The ability to 

grant access to systems is restricted to the 

administrators of each system�

0 If any access is required outside the defined role 

matrix, the business justification for such an event 

must be documented. 

0 For Rule-based/ Ticket-Based access control�

0 Requests for users’ accounts and access privileges 

must be formally documented and appropriately 

approved. Access authorization information for a user 

must be retained for a minimum amount of time as 

defined in business, contractual, and legal 

requirements�

0 For any staff member requiring access to systems/

platforms/tools, a request needs to be submitted 

detailing the specific access being requested�

0 The Acceptable Usage Policy needs to be accepted by 

an employee before being granted access to systems 

that contain customer data. This policy outlines 

responsibilities and commitments regarding the 

acceptable use of the <Company Name>'s assets�

0 If a <Company Name> staff member requires access 

outside of the default for their role or team, either they 

or their managers may request additional access to the 

administrators of the respective systems�

0 When granting such access, it shall be limited to the 

minimum level required to perform the intended 

business operation.
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Get Demo

sales@sprinto.com www.sprinto.com

If you're looking for an automated compliance platform to help maximize your 

cyber security budget, talk to Sprinto's experts today!
Sprinto is a compliance 

automation platform that helps organizations much like yours get compliance-

ready in as short a time as possible.

https://sprinto.com/get-a-demo/
https://www.sprinto.com
https://www.linkedin.com/company/sprinto-com/
https://www.instagram.com/sprintohq/
https://twitter.com/Sprintohq
https://www.youtube.com/@sprintohq
mailto:sales@sprinto.com

